NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C kaxaplM TOJAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AaKTUBHBIX MoJib3oBaTenerd Pynera. Mexny tew,
MTOMUMO OTPOMHOTO KOJTMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M TPOOIeMBbL. ITa
maMsaTKa JOJKHA TOMOYb Tebe 0e30IMacHO HaXOdUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbroTepHsIli BUPYC - 3TO Pa3HOBUJHOCTH KOMIIBIOTEPHBIX IIPOrpamM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nmonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEIUTh WIH IOJHOCTHEO YHHUUYTOXXUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIBHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas Iporpamma, a TakKe MOBPEIUTb WU JaXKe YHUUYTOKUTH
OIIEpaIlMOHHYIO CUCTEMY CO BceMH (aiimamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metoapl 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

1. Ucnionb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MIPOTPAMM;

2. llocTossHHO ycTaHaBnuBaid mnadtd (UUQPPOBBIE 3aIlIATKHA, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUS CBOEH ONEpalMOHHON cucTeMbl. CkaunMBai UX TOJIBKO C O(PUIIMATBHOTO
caifra pa3pabotunka OC. Ecnu cymecTByeT pexuM aBTOMaTHUYE€CKOI0 OOHOBJICHUS,
BKJIIOYH €rO0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IOJl IpaBaMH IOJb30BATENs, a HE
aIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcrnons3yil aHTHBUPYCHBIE IPOTPaMMHBIE IPOAYKTBI H3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMITBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHWE HOCUTEIW MH(MOpMAIUK, Takue Kak (Quielika, JUCK
WK (pailn U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEPHBIE (ailyibl, MOIYYEHHbIE W3 HEHAJIEXKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpbIE MpUcIan TBOM 3HAKOMBIH. Jlydlie yrouHu
y HEro, OTIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 970 He Buj Mepeaavn JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIL OPCHII,
mapka. Eme B 1991 rony Humepianjackas KOMMaHHUS 3aperUCTpUpoBalia OpeHI
"WECA", uro o6o3Hauano cioBocoueranue "Wireless Fidelity", xoropsrii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamrero BpeMeHH JI0IIa apyras abopeBuarypa, KoTopas SBISICTCS TaKOH
ke TexHosoruen. Dto abOpesuatypa "WIi-Fi". Takoe Ha3BaHue OBUIO JaHO C



HaMEKOM Ha CTaHJapT BBICIICH 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBoie o3Havaer
"BBICOKAsI TOYHOCTB'.

Jla, 6ecriaTHBIM MHTEPHET-JAOCTYII B Kade, OTENISIX U adpomnopTax sBISICTCS
OTJINYHOM BO3MOKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE AKCTIEPTHI CUMTAIOT, UTO
obmenoctynusie Wi-Fi cetn He sBIISIIOTCS 0€30MaCHBIMH.

CoBeTbl 110 0€301acHOCTH pabOTHI B 001Ie0cTynHbIX ceTsax Wi-fi:

1. He nepenasaii cBoro mnuHyto nHpopmanmio uepes oobmienoctymnasie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOAUTH MAPOJIU JTOCTYIIA, JIOTHHBI H KaKHe-
TO HOMEpa,;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPONCTRBO;

3. [Ipu ucnionszoBannu Wi-Fi otkimoun ¢pynknumto "O06mwmii noctyn k daiinam
u npuHTepam". JlaHHas (yHKIOMS 3aKphIiTa MO YMOJYAHUIO, OJTHAKO HEKOTOPHIC
MI0JIH30BATENIM AKTUBUPYIOT €€ I Y00CTBA UCIIOIB30BaHUs B paboTe Wiu yueoe;

4. He wucnonw3yit myOmuunbii WI-FI nms mepegayu JUYHBIX JTaHHBIX,
HaIpuMep JJIs BBIX0JIa B COLIMAIBHBIC CETH WIIH B JICKTPOHHYIO TTOYTY;

5. Ucnonp3y# ToapKO 3amuineHHoe coenudenue yepe3 HTTPS, a ue HTTP,
T.¢. Ipu Habope BeO-aapeca BBoaAM uMeHHO "https://*;

6. B moOunsHOM Tenedone otkmoun (ynkiuio "Tloakmouenue k Wi-Fi
aBToMarndecku". He momyckail aBTOMaTHMYECKOTO IOJKIIOYCHHUS YCTPOHCTBA K
cetssm Wi-Fi 6e3 TBoero corimacusi.

ConunajabHbIe CeTH

CounayibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTAIOT
¥ KMBYT TaM MOCTOSTHHO, a B Facebook yike 3apernctprpoBaln MUILTHAP] YESITIOBEK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEH IIaHEThl. MHOTHE ITOJIB30BaTENIN HE
MOHUMAIOT, YTO HH(POpMAIMs, pa3MEIIeHHass UMU B COIMAJIBHBIX CETSIX, MOMKET
ObITh HalJeHAa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb cUCOK apy3eil. Y Te0s B APY3bsiX HE JOIKHO OBITH CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaid CBOIO YacTHYI XHu3Hb. He ykasbliBail maposu, TenedoHsl,
aapeca, JaTy TBOEro PpOXACHUA H JAPYryl0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3amuiiail CBOIO pemyTaluio - AEP>KU €€ B YUCTOTE U 3a7aBaii cede BOIpocC:
XOTeJ OBl Thl, YTOOBI JPYrde TOJIL30BATEIU BHJIEIU, YTO ThI 3arpyxkaenib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOIb3YH CBOE
peasibHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAITMU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemenus ororpaduii B IHTepHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIOKEHUE;



6. Ilpm peructparuu B COIHAIBHONW CETH HEOOXOJAMMO WCIIOIH30BAThH
CJIOKHBIE MApOJIU, COCTOSIIME U3 OYKB U HU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8,

7. Jns  conuanbHOW CETH, TMOYTBI W JAPYrHX CaWTOB HEOOXOJIUMO
HCIIOJI30BaTh pa3HbIe Mapoiau. Toraa eciau Te0s B3JIOMAlOT, TO 3JI0YMBIIIJIEHHUKA
MoJydaT AOCTYH TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE J€HbI'H

DJNEeKTpOHHBIE JEHBIU - 3TO OYEHb YAOOHBIA CHOCOO MaTeKel, OJHAKO
CYILLECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCh COBCEM HEJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYyHKIIMOHUPYIOT M O HUX YK€ ITPOIKCAaHO B 3aKOHE, /1€ UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - AaHOHUMHBIE M HE aHOHUMHBIE. PazHuna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKAIIMY TIOJb30BATENISA, @ B HEAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
SBIISIETCS 00SA3aTEIBHOM.

Taxxe crhenyer pasnuuyaTh JJIEKTPOHHBbIE (UATHBIE JEHBIU (paBHBI
rOCy/IlapCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHBIU (HE pPaBHbI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsiku K cyeTy MOOWIIbHBIN TeePOH. ITO camMblid yIOOHBIN U OBICTPHIiA
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizaHHbIl TenedOoH MOMONKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonb3yil omHopa3oBble mapoiu. llocie mepexona Ha YCHICHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONacHOCTb KPaKW WJIM IepexBara
IUIATEKHOIO MapoJIs;

3. Boeibepu cnoxubiii maponb. [IpectynmHukam OyneT HE MPOCTO yrajaarhb
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoiu, KOTOPIE CONEPkKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€051 CTPOUYHBIE U MTPOMUCHBIE OYKBBI, IU(PPBI K HECKOIBKO
CHUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (pyHTa, BOCKJIMLATENbHBIA 3HAK M T.II.
Hanpumep, $tRONg!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCILIb.

JJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMBIEC €10 YCIYTH 110
MEPECHUTKE U MOTYUYEHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE PACIPEACIISIOTCS B
KOMIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM IMOYTOBBIA SITUK  BBITJISIUAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@uMsi_JIoMeHa. Takxe KpoMme nepeaadn
IIPOCTOr0 TEKCTA, HMEETCS BO3MOKHOCTD IIepeaBaTh (haubl.

OcHOBHBIE COBETHI IO 0€30MacHON PabOTe C MEKTPOHHOU MOYTOM:



1. Hamo BbIOpaTh mHpaBWIbHBINA TOYTOBBIA cepBUC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTO 3HACIIb U KTO TIEPBBII B PEUTUHTIE;

2. He yka3pIBail B IMYHOU MOYTE JIMUHYIO HHPopMaIuto. Hampumep, myuiie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yid ABYX3TANHYK ABTOPHU3ALMIO. JTO KOrJa MOMHUMO MapOJIs
HY>KHO BBOJUTB KOJI, TPUChUTIaeMbIil o SMS;

4. Be106epu CII0XKHBIN Napoiib. [[J1s Kaxka0ro HOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecth BO3MOXHOCTH HAamucaTb CaMOMY CBOM JIMYHBIM BOMPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTB;

6. Hcnosb3yili HECKOJBKO MOYTOBBIX SAIIMKOB. [lepBblil [ 4YacTHOMU
NEPENUCKU C apecaTaMu, KOTOPbIM Thbl JOBEpSACIIb. DTO 3JIEKTPOHHBINA aJpec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPALIMK HA PopyMax U calTax;

7. He oTkpsiBail ¢aiiibl U Apyrue BIOKEHUS B MUCHbMAaX, JaKe €CIH OHU
OPUIILIA OT TBOUX JApy3el. Jlydille yTouHH y HUX, OTIPABISUIM JIK OHH TeOe ITH
(baisl;

8. Tlocne okoHuaHusi paOOThl HA MOYTOBOM CEpPBUCE TMEpe]l 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

Ku0epOyajuHr uim BUPTyaJbHOE U31€BATEIbCTBO

KubepOymmar -  mpecienoBaHuE  COOOIICHUSMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHTOM:

1. He Gpocatics B 60oii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€clii HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCIOKOUTbCA. Ecimu Thl
HAYHEIIb OTBEYaThb OCKOPOJEHMSIMH Ha OCKOPOJIEHUS, TO TOJBKO elle Ooblie
pa30AOKeIIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHoHnuMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIHMIraHCKMU oOpa3 BUPTyalbHOW XU3HU. WHTEepHET
(buKcUpyeT Bce TBOM JEUCTBHS M COXpAHSET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobmroail CBOKO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. WrHopupyil eaunHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIE
COOOIIEHHMS JTy4llle UTHOpUPOBaTh. OOBIUHO arpeccus MPEKpaIaeTcss Ha Ha4aIbHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTH OJIOKUPOBKM OTIPABKH COOOIIEHHUH C
OINPEIEIEHHBIX a/IPECOB;

8. Ecnu Th1 cBUneTens knbepOyummHra. TBOU NEUCTBUS: BHICTYITUThH MMPOTHUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,



MOJ//IepKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJOTHYECKAs IMOMOIIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B CETH.

MooOuibHbIN TesaedoH

CoBpeMeHHbIe cMapTQOHBI U TUIAHIIETHI COJIEPXKAT B ceO€ BIOJIHE B3POCIBIiA
GyHKUHMOHAT, W TEmepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMmmnbioTepamMu. OIHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Maso. TecTupoBaHUE U TTOUCK YSA3BUMOCTEHN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s [1K, To *e camoe kacaeTcs U MOOUIIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ TPAKTUYECKH JIOTHAIA
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHANa BIeYeT 3a CcoOOoM
OOJIBIIYIO CJII0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIHE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI 0€30MaCHOCTH MOOUIILHOTO TesiedoHa:

Huuero He sBisieTcst mo-HacrosiiemMy OecriiaTHbIM. bynib ocTopoXkeH, Be/b
Korjia Tebe mpeasiaratoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH;

Hymaii, mpexie yem otnpaButh SMS, ¢poto mwiu Buaeo. Thl TOUHO 3HACHID,
r7e OHU OyJIyT B KOHEUHOM UTOTE?

Heo6xo1umo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Ncnonb3yit aHTUBUPYCHBIE TPOTPaAMMBI JIsI MOOMIJIBHBIX TeNe(DOHOB;

He 3arpyxaii mpuiaoxxeHusi OT HEM3BECTHOTO HMCTOYHHUKA, BEIbh OHU MOTYT
coJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro Kak Thl BBIMJEIIb C CalTa, I/I€ BBOAWJ JIMUYHYIO UHQOpMALHIO,
3aiifii B HACTPOWKH Opay3epa u yuaiau COOKies;

[Tepuonnuecku mpoBepsii, KaKue MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBHOTO TelieOHA TOJIBKO JIHOJSM, KOTOPBIX ThI
3Haellb U KOMY JOBEpPSEIIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOIJIa Thl UM HE MOJb3yemibcs. He
3a0bIBail MHOTIa IPOBEPSTH ITO.

Online urpsr

CoBpeMEHHBIE  OHJAWH-UTPBI - OTO  KPAacO4YHbIC, 3aXBaThIBAIOILINE
pa3BiieueHus, OOBEIUHSIONIME COTHHM ThICSY YEJNOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CPKarOTCSI C MOHCTPAaMHM W TOJY4YarOT ONBIT. 32 YIOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OMJIAUYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKHe-TO OIIUU.

Bce 3T cpencTBa uayT Ha NOANEPKAHUE U PA3BUTHUE UI'PBI, 4 TAKXKE HA CaMy
0€30IMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQPOBbIE 3aIIATKU AJI IPOrPaMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.



B nmon0o0HBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)kl TBOETO IapoJisl, HA KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3aLMU OOJIBIINHCTBA
Urp.

OCHOBHBIE COBETHI 110 O€30M1aCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Ecnu npyroii urpok BeAeT cedst II0X0 WIK CO3/1aeT Te0e HENPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxany¥iics agMUHUCTPATOPaM UIPhI HA IJI0XO0€ ITOBEEHUE ITOI0 UT'POKa,
YKeJaTeJIbHO PWIOKHUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii muunyto nHGOpMaIuio B mpodaiise urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBL,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs UTPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [1oka ThI Urpaemip,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OObIYHOM Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOrO HE yJIUBHUIUIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IEPEMECTUIINCE B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEJIOM.

Tak mosBuiIach HOBasg yrpo3a: WHTEPHET-MOIIEHHUYECTBA WJIA (DUIIUHT,
IJIaBHAas LEJb KOTOPOTO COCTOMT B MOJYYEHUH KOH(PUIACHIMAIBHBIX JaHHBIX
I0JIb30BAaTEJICH - JIOTHHOB U MmapoJicii. Ha anrmuiickom s3bike phishing unraercs kak
¢ummHr (ot fishing - peiOHas o, password - maposs).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenn 3a cBouM akkayHTOM. Ecny ThI momo3peBaenib, 4TO TBOS aHKETA
Obl1a B3JI0MaHa, TO HE0OX0IMMO 3a0JIOKUPOBATH €€ U COOOIINUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yii 6e30macHbIe BeO-CaliThl, B TOM YHCIIC, HHTEPHET-MarasuHoB 1
IIOMCKOBBIX CUCTEM;

3. Ucnonw3yit ClOXKHBIE M pa3HbIe Mapoyid. Takum oOpa3oMm, eciu Tels
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnum Tebs B3JIOMaiM, TO HEOOXOAMMO MPEAyNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE 100aBIEHbI y T€OS B PY3bsAX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOYKHO, OT TBOETO UMEHH OYJET pacchlIaThCs ClIaM M CChUIKM Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbid naposs (PIN) Ha MoOunbHbBIN TenedoH;

6. OTKJII0YM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbiBail (aityibl U Apyrue BIOKEHHS B MUCHhMax, JaKe €CIM OHU
IOPUIILTA OT TBOWX JApy3eld. Jlydile yTouHu y HUX, OTIPABISUIN JIM OHH TeOe ITH
(banbI.

udposas penyrauus



[udposas pernyTanus - 370 HeraTUBHAS WM O3UTHUBHAS HH(GOPMAIUs B CETU
o tebe. Komnpomerupyromas uHpopMalus, pasMeIIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThbcsl Ha TBOeM peanbHOU ku3HU. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN (popmupyeTcs u3 HHPopMauu o Tede B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, YyuyeObl, TBOE (PUHAHCOBOE IIOJIOKEHUE,
OCOOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MmOAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyONMKaIMHM JHMYHOM
uHpopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX MocieAcTBUil. Thl maxke He
CMOJKEIIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JIeT Ha3ad, crajia
NPUYUHON OTKAa3a MPUHATH TeOsI Ha paboTy.

KommMmenTapuu, pasmenienne TBoux (otorpaduii U apyrue AeMCTBUS MOTYT
HE UCYE3HYTh JJaXe MOCIIE TOT0, KaK Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty UH(GOpPMAIHIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHUJIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOe OKpY)KAIOIIUE JIOAU, KOTOpbIe HAAYyT U YBUJIAT
310. HaiiTn uHdOpMmMalo MHOTO JIeT CIYyCTS CMOJKET JII0OOH - Kak M3 J0OpbIX
noOyKJI€HUH, TaK ¥ C HAMEPEHUEM IPUUUHUTH BPEJl. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM pEyTaALNU:

1. [lonymaii, mpexJie 4em YyTo-TO IMyOJIMKOBATh U NepeaaBaTh y ceOs B Oore
WIN B COLMAIIBHOM CETH;

2. B Hactpoiikax mpo@uiisg yCTaHOBH OTPaHMYEHHUS HA MPOCMOTP TBOETO
npoduIsl ¥ €ro COAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memiaii u He yka3piBail MH(MOpMAIUIO, KOTOPask MOKET KOro-i1udo
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE UIKOJBHUKM - aKTUBHbBIE II0JIb30BaTeIM  IU(PPOBOTO
npoctpancTBa. OAHAKO JaleKo HE BCE 3HAIOT, YTO IOJIb30BaHUE MHOTUMU
BO3MOXHOCTSIMH  IuppoBoro  mMupa  TpebyeT  coOmoneHuss TpaB  Ha
UHTEIJICKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIIEKTyallbHasi COOCTBEHHOCTBH" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHUSM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HayarIKX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
doTorpadusiMu, KHHOQUIBMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MIPOU3BEJCHUS HAYKH, JINTEPATYpPbl U UCKYCCTBA. ABTOPCKME NPaBa BHICTYIAIOT B
KAaueCTBEe TapaHTHUHM TOTO, YTO HMHTEIJIEKTYyaJlbHBIA/TBOPUECKUN TPYJ aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpPaBEeJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynapTaTax CBOETO TpPyJAa, MOIYYUTh H3BECTHOCTh W mNpu3HaHue. Hukto 06e3
paspelieHus aBTOopa HE  MOXKET BOCHPOM3BOJIWUTH €ro  MPOU3BENICHHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTh B MPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATH/UCIIONHAT B 3dupe wim
pasmewars B IHTEepHETE.



Hcnonp3oBanne "mUpaTcKoro" TIPOrpaMMHOTO  OOECIEYEHUS  MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTepU JaHHBIX K TBOUM AaKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJIEHA HeJeraibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIE M O€CIUIaTHBIE MPOrPaMMBI,
KOTOPbIE MOKHO HalTH B CETH.

O noprane

CereBru4oK.p( - TBOI! INIaBHBIN COBETUYHK B CETH. 3/1€Ch Thl MOXEIIb y3HAThH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IPH BO3HUKHOBEHHH
KPUTHYECKON CUTyallud OOpAaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTHe B
KOHKYpCaXx M CTaTh CaMbIM [IU(POBBIM I'PaKIaHUHOM !



